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Message Text 

CONFIDENTIAL 

PAGE 01 HAMBUR 01088 310913Z 
ACTION MCT-01 

INFO OCT-01 EUR- 1 2 ISO-OO EB-08 SCS-03 SY-05 FAA-00 
CAB-02 CIAE-00 COME-OO DODE-OO DOTE-OO INR-07 
NSAE-00 L-03 SP-02 SS-15 NSC-05 /064 W 

126228 311217Z/40 

R 310712Z AUG 77 
FM AMCONSUL HAMBURG 
TO SECSTATE WASHDC 4352 
INFO AMEMBASSY BONN 
AMCONSUL BREMEN 
AMCONSUL DUSSELDORF 
AMCONSUL FRANKFURT 
AMCONSUL STUTTGART 
AMCONSUL MUNICH 
USMISSION USBERLIN 

CONFIDENTIAL HAMBURG 1088 

E.O. 11652: GDS 
TAGS: PINS, PORS 

SUBJECT: INFORMATION ON AMCITS INVOLVED IN AIRCRAFT HIJACKINGS 

REFERENCE: (A) STATE 197921, (B) BONN 13917, (C) MUNICH 2520 

1 . CONOFF HAMBURG HAS VERIFIED WITH LOCAL AUTHORITIES 
AND AIRLINES OPERATING HERE THAT PASSENGER LISTS HAVE 
ONLY NAMES AND DO NOT SHOW NATIONALITIES. IF BOOKING 
OCCURRED THROUGH LOCAL TRAVEL AGENCIES, IT MAY BE 
POSSIBLE IN SOME CASES TO DETERMINE CITIZENSHIP 
THROUGH THEIR RECORDS. OTHERWISE, WE WOULD ATTEMPT 
USE OTHER MEANS SUCH AS CHECKING WITH LOCAL HOTELS, 

(WHICH ARE REQUIRED TO SUBMIT PASSPORT DATA ON PERSONS 
REGISTERING TO LOCAL AUTHORITIES), CHECKING CONGEN 
REGISTRATION AND PASSPORT RECORDS AGAINST PASSENGER LISTS, 

ETC. HOWEVER, THIS WOULD BE LENGTHY AND PROBABLY 
INCOMPLETE PROCESS. 
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2. IN CASE OF HIJACKING FOLLOWING LOCAL AUTHORITIES 
WILL BE IN CONTACT WITH CONSULATE GENERAL: 

A. MINISTRY OF INTERIOR 

LABEOBERBEAMTEN (WILL REFER TO STAATSSCHUTZ (FD-7) 
TEL. 248-201 
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B. MINISTRY OF INTERIOR 
VERFASSUNGSSCHUTZ 

TEL. 244-443 (BEREITSCHAFTSBEAMTER) 

C. DIRECTOR, HAMBURG-FUHLSBUTTEL AIRPORT 
TEL. 508-1 (24-HOUR SERVICE) 

DURING DUTY HOURS, FOLLOWING OFFICES 
WILL BE INVOLVED IN EMERGENCIES: 

TRAFFIC DIRECTION 508-562 
ECONOMIC DIRECTION 508-501 
TECHNICAL DIRECTION 508-640 

D. HANNOVER AIRPORT 

TEL. 7305-455 (LUFTAUFSICHT) 

OR TEL. 7305-257 (NORFELDKNOTROLLE) 

IN ADDITION, DIRECT CONTACTS WITH AIRLINES 
MAY BE MADE AS FOLLOWS: 

E. PAN AMERICAN 
TEL. 508-480 

A DUTY ROSTER OF PAN AM OFFICIALS IS SENT REGULARLY 
TO THE CONSULATE GENERAL WHICH GIVES THE NAME AND 
TELEPHONE NUMBER OF THE DUTY OFFICER WHO CAN BE 
REACHED AT ANY TIME. 
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LUFTHANSA 

DUTY HOURS, TEL. 3595-1 (PRESSEABTEILUNG) 

AFTER DUTY HOURS, TEL. 50 91 (HAMBURG LUFTHANSA 
WERFZENTRALE) OR FRANKFURT LH ZENTRALE: 0611-6961. 

3. CONGEN HAMBURG'S PROCEDURES ON HIJACKING AND 
TERRORISM HAVE BEEN INCLUDED IN DUTY OFFICER BOOK AND 
MADE AVAILABLE TO SECURITY WATCH COMMITTEE. KISELYAK 
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